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ABSTRACT

Artificial Intelligence (Al) holds immense potential for revolutionizing medical education and
healthcare. Despite its proven benefits, the full integration of Al faces hurdles, with ethical
concerns standing out as a key obstacle. Thus, educators should be equipped to address the
ethical issues that arise and ensure the seamless integration and sustainability of Al-based
interventions. This article presents twelve essential tips for addressing the major ethical
concerns in the use of Al in medical education. These include emphasizing transparency,
addressing bias, validating content, prioritizing data protection, obtaining informed consent,
fostering collaboration, training educators, empowering students, regularly monitoring,
establishing accountability, adhering to standard guidelines, and forming an ethics commit-
tee to address the issues that arise in the implementation of Al. By adhering to these tips,
medical educators and other stakeholders can foster a responsible and ethical integration of
Al in medical education, ensuring its long-term success and positive impact.
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PRACTICE POINTS

e In the ever-evolving landscape of medical education, the integration of Artificial
Intelligence (Al) stands out as a revolutionary innovation with the potential to reshape
learning methodologies and advance healthcare practices.

® However, this transformative journey is impeded by ethical concerns that demand careful
attention.

® This reflects a delicate balance that educators must strike between embracing innovation
and ensuring responsible implementation.

e The twelve provided tips serve as a practical guide, highlighting the complexities involved
in incorporating Al ethically.

e By following these guidelines, educators contribute to shaping a healthcare workforce that
is not only technologically proficient but also ethically grounded.

Introduction responsible use [2]. Al undoubtedly can revolutio-

With the emergence of Artificial Intelligence (AI),  nize medical education by facilitating and improving

various domains including medical education are
anticipated to undergo massive transformations in
several key areas such as personalized learning
experiences, enhanced diagnostic training, offering
students a hands-on experience without risk; aug-
mented decision-making skills, fostering deeper
understanding and clinical reasoning; and stream-
lined administrative tasks, allowing educators to
focus more on teaching and less on paperwork [1].
As the discussions over the integration of Al into
medical education delve deeper, it becomes impera-
tive for educators to fully understand the implica-
tions of AI and the potential concerns over its

personalized learning, instant access to a wide range
of information, technology-enhanced teaching, adap-
tive assessments, immediate contextual feedback,
collaborative learning through virtual platforms and
support faculty in creating advanced, data-driven
curricula to stay aligned with the dynamic landscape
of education [3]. However, along with these trans-
formative benefits, Al also raises significant ethical
concerns including privacy issues related to the
handling and security of sensitive student and
patient data, biases inherent in AI algorithms that
could lead to unequal educational opportunities or
misinterpretations in clinical training, the lack of
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transparency in Al decision-making processes mak-
ing it difficult for users to understand how conclu-
sions are drawn, and the potential devaluation of
human judgment as AI becomes more integrated
into educational frameworks [4]. Even though AI
has numerous advantages, medical schools world-
wide are yet to explore Al to its full potential with
robust implementation. The main reasons for this
include the lack of AI expertise in faculty and the
lack of standard guidelines for the responsible use of
Al [5]. Hence, for seamless integration of Al in
medical education and improved quality of educa-
tion, as envisioned in the United Nations
Sustainable Development Goals [6], it becomes
increasingly important that educators understand
the ethics of Al in medical education to guarantee
high-quality learning, guide students in responsible
AT use, address biases, advocate for transparent and
ethical AI practices and fostering fairness in educa-
tion. In light of this, we recommend the following
twelve tips for addressing the ethical concerns in the
use of Al in medical education that educators can
consider to promote the effective and responsible
use of Al

Tip 1: ensuring transparency in the development
and deployment of Al systems in medical
education

Transparency in context of Al refers to openness and
clarity in the development, functioning, and deploy-
ment of artificial intelligence systems [7]. In medical
education, transparency is crucial to building trust
among educators, students, and other stakeholders
to understand how the labyrinthine network of Al
works and arrive at decisions [8]. Transparent Al
systems enable the comprehension of the logic
behind recommendations and assist in the continu-
ous improvement of educational content [9]. To
begin with, choose Al systems with explainable algo-
rithms. This allows educators to understand and
communicate to students how the Al system reaches
specific conclusions or recommendations. Also, it is
important to maintain documentation on the devel-
opment and deployment of AI systems. This docu-
mentation should include the data used, the training
process, and the decision-making logic of the Al
algorithms. However, it’s essential to acknowledge
that complete transparency in Al systems is not
achievable in all contexts. There are inherent limita-
tions due to the complexity of Al algorithms, espe-
cially concerning general intelligence in AI and the
potential for proprietary or sensitive information.
This acknowledgement does not undermine the pur-
suit of transparency but rather sets a realistic expec-
tation for the levels of understanding and insight that
can be provided.

Imagine a medical school implementing an Al-
powered adaptive learning platform designed to perso-
nalize educational content based on individual student
needs. In this scenario, transparency would involve
openly communicating how the AI system operates.
The institution should provide the expected informa-
tion on the algorithms used, the data sources feeding
into the system, and how decisions are made. Clear
communication about the goals and expected outcomes
of the Al implementation helps students and educators
understand the purpose of the technology and dispels
any concerns about hidden biases or opaque decision-
making processes. By being transparent, the institution
establishes a foundation for trust, promoting a positive
environment for the integration of Al in medical
education.

Tip 2: addressing biases in Al algorithms to
ensure fair representation of educational content

Biases in AI algorithms can lead to unequal represen-
tation and impact the quality of medical education.
This bias in AI algorithms can manifest in various
ways such as selection or information bias, potentially
leading to unfair and inaccurate outcomes [10]. Al’s
reliance on knowledge derived from available litera-
ture and experimental results underscores the impor-
tance of a strong foundation in the data and
information used to train or develop AI systems
[11]. Hence, the quality and diversity of the input
data play a significant role in shaping the system’s
knowledge base as well as the output derived [12].
Considering this, a new term ‘Algorithmic fairness’
has been introduced. It seeks to minimize biases by
scrutinizing data during preprocessing, optimizing
throughout algorithm development, and assessing
the output during postprocessing [13]. Hence, it is
important to ensure training data is diverse and
representative to avoid biases in algorithmic out-
comes. Also, it is recommended to conduct bias
audits regularly to identify and rectify any biases
present in the AI system. However, just like humans,
machines also have implicit bias and eliminating all
bias in AI systems may not be fully achievable, but it
is imperative to strive towards minimizing biases to
ensure fairness and equity in Al applications.
Consider an Al-driven recommendation system
for medical study materials. To ensure fair represen-
tation, the algorithm should include diverse data sets
and must undergo regular audits for biases related to
gender, ethnicity, and socioeconomic factors. For
instance, if the algorithm consistently recommends
certain topics more to one demographic, it may indi-
cate bias. Institutions should actively engage in bias
detection and correction processes to guarantee that
the Al system provides equal opportunities for learn-
ing to all students, regardless of their background or



characteristics. This commitment to fairness
strengthens the educational experience and aligns
with the principles of diversity and inclusion.

Tip 3: validating the output generated by Al
educational tools to ensure the accuracy and
credibility of information

Validating the content generated by Al-based educa-
tional tools is essential to uphold the accuracy and
credibility of information provided to students and
educators. This process involves subjecting the Al-
generated content to rigorous evaluation by domain
experts and educators [14,15]. Additionally, encoura-
ging feedback from end-users, such as students and
educators, establishes a continuous improvement
loop. This ensures that the AlI-generated content
aligns with current evidence-based medical knowl-
edge and educational standards [16]. Validation is
not a one-time process but a dynamic and ongoing
effort to maintain the quality and reliability of educa-
tional content delivered through AI tools [17]. This
commitment to accuracy contributes to the effective-
ness of Al in enhancing the learning experience in
medical education [18].

Suppose an Al system is responsible for creating
medical case studies for students. In this context,
rigorous validation processes would involve subject-
ing the generated content to review by medical
experts. By engaging medical professionals to review
and possibly revise the material, potential inaccura-
cies, outdated information, or misleading content can
be identified and corrected. This validation ensures
that the information presented aligns with current
medical knowledge, guidelines, and ethical standards.
By implementing such validation procedures, institu-
tions can confidently incorporate Al-generated con-
tent into their curriculum, providing students with
accurate and reliable educational materials. This not
only enhances the learning experience but also instills
a sense of aplomb in the use of Al in medical educa-
tion. Although it is a time-consuming process, this
process also prevents passive usage or dependance on
Al systems for content creation.

Tip 4: prioritize privacy with robust measures to
protect student and patient data used in
Al-driven educational tools

Safeguarding the privacy of student and patient data
is paramount when integrating AI-driven educational
tools [19]. This tip underscores the need for robust
measures to ensure the confidentiality and security of
sensitive information. Implementation of advanced
data encryption techniques plays a crucial role in
protecting individual identities and maintaining the
integrity of personal and health-related data [20,21].
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Anonymizing data whenever feasible adds an extra
layer of privacy, allowing educational insights without
compromising individuals’ identities [22]. Thus,
adhering to strict security protocols, such as secure
infrastructure and access controls, establishes
a protective framework. By prioritizing privacy-
preserving Al tools, educational institutions can instil
trust among students, educators, and patients, foster-
ing a secure and ethical environment for Al-driven
medical education [23]. Even though complete priv-
acy in AI models cannot be guaranteed because of
changing risks and complex data issues, the aim
should be set to keep information as safe as possible.

However, anonymization is not the only way to
protect user data always. In instances where student
data will be used for educational research or when
the overall performance of the model is considered,
data anonymization is important. However, imagine
an Al system that analyzes student performance
data to provide personalized feedback. In this sce-
nario, data anonymization may not be possible.
Users should be willing to sacrifice a certain level
of privacy to enjoy the benefits of personalization.
By clearly communicating the benefits of data used
for personalization, along with the measures taken
to protect sensitive information, ensure confidenti-
ality and reduce the risk of unauthorized access,
institutions can build the trust of their users.
However, balancing privacy with personalization
requires a dynamic approach, adjusting policies
and practices as technologies and societal expecta-
tions evolve.

By demonstrating a commitment to privacy, the
institution safeguards both student data and compli-
ance with regulations such as the Health Insurance
Portability and Accountability Act (HIPAA). This is
designed to protect the privacy of individuals’ health
information while allowing the flow of health infor-
mation needed to ensure high-quality health care and
to protect the public’s health and well-being [24]. By
adhering to HIPAA, institutions can reinforce the
ethical use of AI in medical education.

Tip 5: obtaining informed consent from students
and stakeholders regarding the use of Al
technologies in educational processes

Consent is a key component in respecting indivi-
duals’ autonomy and fostering a collaborative and
ethical educational ecosystem where all stakeholders
are informed participants in the adoption of Al
technologies [25]. Obtaining written informed con-
sent is a foundational step in the ethical integration
of Al technologies into educational as well as clin-
ical processes [26]. This tip emphasizes the impor-
tance of transparent communication, acceptance
and collaboration with students and stakeholders.
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Obtaining explicit consent ensures that individuals
are aware of and agree to the use of Al tools in their
educational experiences. This process should
involve limpid explanations of how AI technologies
will be utilized, the purpose of their integration, and
any potential impact on the learning environ-
ment [27].

Suppose an educational institution decides to
implement an Al-powered learning analytics plat-
form that tracks students’ online learning behaviors,
such as time spent on modules, engagement with
course materials, assessment, remedial recommenda-
tion and patterns of interaction with the learning
management system. The institution would need to
clearly articulate that the AI analytics tool aims to
enhance the overall learning experience by providing
personalized insights into individual study habits,
identifying areas of strength and weakness, and offer-
ing tailored recommendations for improvement.
Also, the institution should provide students with
the option to either opt-in or opt-out of the AI-
enhanced learning analytics. This empowers students
to make informed decisions based on their comfort
level with data collection and Al-driven
personalization.

Tip 6: fostering collaboration between Al experts,
educators, and students to bring diverse
perspectives and expertise

Encouraging collaboration among AI experts, educa-
tors, and students is integral for a holistic and inclu-
sive approach to the integration of Al in education
[28,29]. By facilitating open communication and
teamwork, this tip ensures that technical expertise
from AI professionals is combined with pedagogical
insights from educators and the firsthand experiences
and expectations of students [30]. Involving students
in these discussions provides valuable input into the
development process, helping to tailor AI applica-
tions to meet their needs and preferences [31]. This
collaborative model not only enriches the educational
experience but also empowers students to actively
engage with AI technologies, fostering a sense of
ownership and responsibility [32].

Imagine a collaborative effort between a medical
school, AI researchers, and students to develop an
Al-driven virtual escape room for emergency medical
scenarios. Al experts contribute their knowledge in
natural language processing to create realistic visuals
and game dynamics. Educators provide insights into
emergency clinical scenarios and treatment strategies,
ensuring the tool aligns with curriculum goals.
Students can actively participate in discussions
about game features, factors that motivate them,
level of difficulty and feedback sessions offering per-
spectives on the Al-based escape room authenticity,

gaming experience and educational value. This colla-
boration results in a powerful educational tool that
enhances students’ skills and decision-making in
emergency clinical settings.

Tip 7: conducting faculty development programs
on Al ethics to equip them with the knowledge
and skills necessary to guide students

Ensuring that educators are well-versed in Al ethics is
crucial for responsible and informed integration of Al
technologies into education [33]. This underscores
the importance of offering specialized training to
educators, equipping them with the knowledge and
AT competencies needed to utilize the full potential
and navigate ethical considerations associated with
AT [34]. Training sessions should cover topics such
as bias mitigation, privacy protection, and transpar-
ency in Al algorithms [35]. This proactive approach
not only prepares educators for the challenges posed
by Al but also cultivates a culture of ethical awareness
and responsibility among both educators and stu-
dents [36].

For instance, if an educational institution plans to
train their medical students in using Clinical Decision
Support Systems (CDSS), educators who will be
involved in training the students must be aware of
the functioning and ethical concerns in using CDSS
such as patient data privacy, transparency, bias, accu-
racy, consent etc. If educators are not aware, it not
only leads to improper and irresponsible use of CDSS
for teaching purposes but also paves the way for
students to misuse CDSS in future without having
proper guidelines on its ethical use.

Tip 8: providing student education on Al and its
implications in medical education

Empowering students with comprehensive knowl-
edge about the role of Al in medical education is
essential for fostering a prescient and informed AI-
based learning environment [37]. This tip emphasizes
the importance of integrating Al literacy into the
curriculum to ensure that students are well-versed
in the applications, benefits, and potential challenges
associated with AI technologies in the medical field.
This also proactively prepares students to embrace
the opportunities presented by AI in their clinical
practice while fostering a sense of responsibility in
its ethical and effective use [38,39].

Consider a medical college introducing Al in radi-
ology. Here, students should undergo training on Al
applications that expose them to an Al-driven diag-
nostic imaging tool, emphasizing hands-on experi-
ence on its functioning, scope of performance, costs,
and other pros and cons. Through workshops, stu-
dents can gain proficiency in interpreting medical



images with AI assistance. The curriculum should
also stress ethical considerations, such as biases in
training data and transparency in algorithms.
Collaboration with own or other hospitals employing
Al in radiology can provide real-world insights on its
effective implementation and use. This approach
ensures that future health professionals are not only
technically adept but are also ethically conscious
users of Al technologies in medical imaging [40].

Tip 9: ensuring ongoing maintenance of Al
algorithms for performance, accuracy, and
reliability

This tip emphasizes the technical and operational side
of Al usage in medical education. The focus here is on
the continual evaluation of Al systems to ensure they
function as intended, remain accurate over time, and
are reliable for educational purposes. Continuous mon-
itoring and assessment of Al algorithms are essential for
maintaining their effectiveness, accuracy, and reliability
in medical education [41]. The rapidly evolving nature
of medicine highlights a significant challenge when
relying on Al systems: if these systems are based on
algorithms constructed several years ago, they may
become outdated and less effective. Hence, periodic
assessments should be conducted to check for accuracy
in generating educational content, ensuring that the
information remains up-to-date and aligns with current
medical knowledge [42]. Additionally, monitoring the
algorithm’s performance helps identify any potential
biases or unintended consequences that may arise dur-
ing its use [43]. Ethical considerations, such as patient
and student privacy, should also be a focal point of these
assessments [44].

For instance, establishing a feedback loop involving
educators, Al developers, and stakeholders through
surveys and personal in-depth interviews regarding Al
performance, user satisfaction, feasibility, accuracy,
relevance and educational impact ensures that adjust-
ments can be made promptly based on real-world usage
and evolving ethical standards. By embracing this
approach to monitoring and assessment, institutions
can enhance the reliability and ethical use of AI algo-
rithms, contributing to a continually improving and
responsible educational environment.

Tip 10: establishing clear lines of accountability
for the development, deployment, and outcomes
of Al systems in medical education

Defining clear lines of accountability is paramount
when integrating Al systems into medical education
[45]. Assigning specific roles to Al developers, educa-
tors, administrators, and other stakeholders including
students ensures that everyone understands their
responsibilities and is accountable for the ethical and
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effective use of Al in education [46]. This accountability
extends to addressing potential biases, ensuring data
privacy, and monitoring the impact of Al on the learn-
ing experience [47]. Establishing such a transparent
framework for accountability not only mitigates risks
but also fosters a culture of responsibility and collabora-
tion among all involved parties [48].

Consider an instance where a medical university
implements an Al-based tutoring system to assist med-
ical students in learning complex topics. Clear account-
ability should be established, designating the IT
department for data security, the curriculum committee
for educational alignment, and a dedicated Al oversight
team for monitoring outcomes. This clear delineation of
responsibilities ensures that the tutoring system meets
educational goals, maintains data security, and is con-
tinuously improved based on feedback.

Tip 11: enhancing the regulatory awareness
about the standards governing the use of Al in
healthcare and medical education

In the upcoming phases of integrating Al into health-
care and medical education, it is imperative for insti-
tutions to stay vigilant, informed, and compliant with
pertinent regulations and standards [49]. The institu-
tions should stay informed about healthcare data
protection laws, such as HIPAA, and ensure the Al
system complies with these regulations [50]. Regular
updates and compliance checks should be conducted
to adapt to changes in laws, thereby maintaining legal
and ethical integrity in the use of Al for healthcare
and medical education [51].

Looking ahead, as the landscape of Al in health-
care continues to evolve, institutions are expected to
proactively track and adhere to emerging regulations
governing the ethical and secure use of AI technolo-
gies [52]. This forward-looking approach ensures that
the integration of Al into medical education aligns
with evolving legal frameworks, thereby safeguarding
patient data, ensuring privacy, and upholding the
ethical standards essential to responsible AI deploy-
ment in healthcare settings [53]. By staying informed
and complying with these evolving regulations, insti-
tutions can position themselves to contribute posi-
tively to the advancement of medical education
through the ethical and lawful integration of Al tech-
nologies [54,55].

Tip 12: forming an ethics committee or engage
existing institutional review boards for the ethical
oversight of Al in medical education

Creating dedicated ethics committees or involving
existing institutional review boards is pivotal in
proactively addressing any ethical issues that may
arise in the implementation of Al in medical
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education [56]. Though not martinet, the ethics com-
mittees play a crucial role in stressing the importance
of adherence to regulation and scrutinizing potential
ethical challenges, including privacy concerns, fair-
ness, and transparency [57]. In addition to regulatory
considerations, the ethics committee role also
involves considering the legal concerns that extend
into the realm of liability, compliance with broader
laws beyond specific regulations, and the implications
of AI decisions, particularly when things go wrong
[58]. This includes understanding the potential legal
consequences of Al failures or malfunctions, and who
bears the responsibility in such situations. Engaging
institutional review boards leverages their expertise in
ethical review processes, particularly when handling
sensitive data or novel applications of AI [59].
Regular collaboration with these ethical oversight
bodies ensures that any emerging ethical concerns
are identified and addressed promptly [60]. This
approach not only safeguards against potential ethical
pitfalls but also contributes to the establishment of
ethical best practices, promoting responsible and
accountable use of Al in medical education [61].
This tip addresses the ethical governance and over-
sight of AI usage. While, as discussed previously, Tip
9 is more about the ‘mechanical’ aspects of Al - its
functioning, accuracy, and reliability after the imple-
mentation, as a part of ongoing evaluation, while this
tip focuses on the ‘moral’ and ‘legal’ dimension, deal-
ing with the ethical implications and standards gov-
erning Al use in educational settings before and after
the implementation, ensuring AI's use aligns with
moral and ethical standards, and institutional
policies.

For instance, consider a scenario where a medical
school is planning to implement an AI-driven simu-
lation for surgical training. In preparation, the insti-
tution must form an ethics committee composed of
medical professionals, educators, and Al experts. This
committee is tasked with reviewing the simulation’s
content for accuracy, fairness, and appropriateness.
They also assess potential psychological impacts on
students participating in the simulations, ensuring
a holistic ethical evaluation. The institution, through
its ethics committee or IRB, should also establish
protocols for reporting any biases, inaccuracies, or
unintended consequences observed during AI tool
utilization. This reporting mechanism will serve as
a feedback loop, allowing continuous improvement
and addressing ethical issues promptly.

Conclusion

The integration of Artificial Intelligence in medical
education holds immense promise, offering trans-
formative benefits such as personalized learning
and advanced curricular development. However,

the realization of this potential is hindered by ethi-
cal concerns that demand proactive attention from
educators and stakeholders. The twelve tips out-
lined here serve as a roadmap for educators, insti-
tutions, officials and policy makers, empowering
them to harness the potential of AI while uphold-
ing ethical standards. As medical educators
embrace these principles, they not only elevate the
quality of teaching and learning but also shape
a future healthcare workforce that is not just tech-
nologically proficient but ethically grounded. By
integrating these ethical guidelines into the integra-
tion of AI in medical education, educators play
a pivotal role in ensuring the responsible and sus-
tainable evolution of Al, ultimately benefiting both
current and future generations of healthcare
professionals.

Disclosure statement

No potential conflict of interest was reported by the
author(s).

Funding

The author(s) reported there is no funding associated with
the work featured in this article.

ORCID

Krishna Mohan Surapaneni
5204-5708

http://orcid.org/0000-0002-

References

[1] Masters K. Artificial intelligence in medical education.
Med Teach. 2019;41(9):976-980. doi: 10.1080/
0142159X.2019.1595557

[2] Lee J, Wu AS, Li D, et al. Artificial intelligence in
undergraduate medical education: a scoping review.
Acad Med. 2021;96(11S):S62-S70. doi: 10.1097/ACM.
0000000000004291

[3] Tolsgaard MG, Pusic MV, Sebok-Syer SS, et al. The
fundamentals of artificial intelligence in medical edu-
cation research: AMEE guide No. 156. Med Teach.
2023;45(6):565-573.  doi:  10.1080/0142159X.2023.
2180340

[4] Nagi F, Salih R, Alzubaidi M, et al. Applications of
artificial intelligence (AI) in medical education:
a scoping review. Stud Health Technol Inform.
2023;305:648-651. doi: 10.3233/SHT1230581

[5] Grunhut ], Marques O, Wyatt ATM. Needs, chal-
lenges, and applications of artificial intelligence in
medical education curriculum. JMIR Med Educ.
2022;8(2):e35587. doi: 10.2196/35587

[6] United Nations. The 2030 agenda and the sustainable
development goals: an opportunity for Latin America
and the Caribbean. Santiago, Chile: United Nations
Publication; 2018. pp. LC/G.2681-P/Rev.3.


https://doi.org/10.1080/0142159X.2019.1595557
https://doi.org/10.1080/0142159X.2019.1595557
https://doi.org/10.1097/ACM.0000000000004291
https://doi.org/10.1097/ACM.0000000000004291
https://doi.org/10.1080/0142159X.2023.2180340
https://doi.org/10.1080/0142159X.2023.2180340
https://doi.org/10.3233/SHTI230581
https://doi.org/10.2196/35587

(7]

(8]

(10]

(11]

(12]

(13]

(14]

(15]

(16]

(17]

(18]

(19]

(20]

(21]

(22]

(23]

Wang W, Wang G, Marivate V, et al. On the trans-
parency of large Al models. Patterns (New York NY).
2023;4(7):100797. doi: 10.1016/j.patter.2023.100797
He J, Baxter SL, Xu J, et al. The practical implementa-
tion of artificial intelligence technologies in medicine.
Nature Med. 2019;25(1):30-36. doi: 10.1038/s41591-
018-0307-0

Haibe-Kains B, Adam GA, Hosny A, et al. Massive
Analysis Quality Control (MAQC) society board of
directors, Waldron, L et al (2020). Transparency and
reproducibility in artificial intelligence. Nature. 586
(7829):E14-E16. doi: 10.1038/541586-020-2766-y
Daneshjou R, Smith MP, Sun MD, et al. Lack of
transparency and potential bias in artificial intelli-
gence data sets and algorithms: a scoping review.
JAMA Dermatol. 2021;157(11):1362-1369. doi: 10.
1001/jamadermatol.2021.3129

Gurupur V, Wan TTH. Inherent bias in artificial
intelligence-based decision support systems for
healthcare. Medicina (Kaunas). 2020;56(3):141. doi:
10.3390/medicina56030141

Nelson GS. Bias in Artificial Intelligence. N C Med J.
2019;80(4):220-222. doi: 10.18043/ncm.80.4.220

Tran Z, Byun J, Lee HY, et al. Bias in artificial intelli-
gence in vascular surgery. Semin Vasc Surg. 2023;36
(3):430-434. doi: 10.1053/j.semvascsurg.2023.07.003
Savage TR. Artificial Intelligence in Medical
Education. Acad Med. 2021;96(9):1229-1230. doi: 10.
1097/ACM.0000000000004183

Vazquez-Zapien GJ, Mata-Miranda MM, Garibay-
Gonzalez F, et al. Artificial intelligence model valida-
tion before its application in clinical diagnosis
assistance.  World |  Gastroenterol.  2022;28
(5):602-604. doi: 10.3748/wjg.v28.i5.602

Boscardin CK, Gin B, Golde PB, et al. ChatGPT and
generative artificial intelligence for medical education:
potential impact and opportunity. Acad Med. 2024;99
(1):22-27. doi: 10.1097/ACM.0000000000005439
Lang J, Repp H. Artificial intelligence in medical edu-
cation and the meaning of interaction with natural
intelligence - an interdisciplinary approach. GMS
] Med Educ. 2020;37(6):Doc59. doi: 10.3205/
zma001352

Jowsey T, Stokes-Parish ], Singleton R, et al. Medical
education empowered by generative artificial intelligence
large language models. Trends Mol Med. 2023;29
(12):971-973. doi: 10.1016/j.molmed.2023.08.012

Khalid N, Qayyum A, Bilal M, et al. Privacy-
preserving artificial intelligence in healthcare:
Techniques and applications. Comput Biol Med.
2023;158:106848. doi: 10.1016/j.compbiomed.2023.
106848

Goldsteen A, Farkash A, Moftie M, et al. Applying
artificial intelligence privacy technology in the health-
care domain. Stud Health Technol Inform.
2022;294:121-122. doi: 10.3233/SHTI220410
Murdoch B. Privacy and artificial intelligence: chal-
lenges for protecting health information in a new era.
BMC Med Ethics. 2021;22(1):122. doi: 10.1186/
$12910-021-00687-3

Car J, Sheikh A, Wicks P, et al. Beyond the hype of big
data and artificial intelligence: building foundations
for knowledge and wisdom. BMC Med. 2019;17
(1):143. doi: 10.1186/s12916-019-1382-x

Shehab M, Abualigah L, Shambour Q, et al. Machine
learning in medical applications: a review of state-of-

(24]

(25]

(26]

(27]

(28]

(29]

(30]

(31]

(32]

(33]

(34]

(35]

(36]

(37]

(38]

MEDICAL EDUCATION ONLINE (&) 7

the-art methods. Comput Biol Med. 2022;145:105458.
doi: 10.1016/j.compbiomed.2022.105458

Office for Civil Rights, H. H. S. Standards for privacy
of individually identifiable health information. Final
Rule Federal Register. 2002:67(157):53181-53273.
Taber C, Warren J, Day K. Improving the quality of
informed consent in clinical research with informa-
tion technology. Stud Health Technol Inform.
2016;231:135-142.

Amann ], Blasimme A, Vayena E, et al. & Precise4Q
consortium (2020). Explainability for artificial intelli-
gence in healthcare: a multidisciplinary perspective.
BMC Med Inform Decis Mak. 2020;20(1):310. doi:
10.1186/s12911-020-01332-6

Rodgers CM, Ellingson SR, Chatterjee P. Open Data
and transparency in artificial intelligence and machine
learning: a new era of research. F1000Res.
2023;12:387. doi: 10.12688/f1000research.133019.1

Ng FYC, Thirunavukarasu AJ, Cheng H, et al.
Artificial intelligence education: an evidence-based
medicine approach for consumers, translators, and
developers. Cell Reports Medicine. 2023;4(10):101230.
Pupic N, Ghaffari-Zadeh A, Hu R, et al. An
evidence-based approach to artificial intelligence edu-
cation for medical students: a systematic review. PLOS
Digital Health. 2023;2(11):¢0000255. doi: 10.1371/jour
nal.pdig.0000255

Yang L, Ene IC, Arabi Belaghi R, et al. Stakeholders’
perspectives on the future of artificial intelligence in
radiology: a scoping review. Eur Radiol. 2022;32
(3):1477-1495. doi: 10.1007/s00330-021-08214-z
Abhee SS, Phillips R. How artificial intelligence (AI)
could have helped our medical education during the
COVID-19 pandemic - a student’s perspective. Med
Teach. 2020;42(11):1315-1316. doi: 10.1080/
0142159X.2020.1798371

Li Q, Qin Y. AI in medical education: medical student
perception, curriculum recommendations and design
suggestions. BMC Med Educ. 2023;23(1):852. doi: 10.
1186/512909-023-04700-8

Azer SA, Guerrero APS. The challenges imposed by
artificial intelligence: are we ready in medical
education? BMC Med Educ. 2023;23(1):680. doi: 10.
1186/512909-023-04660-z

Russell RG, Lovett Novak L, Patel M, et al
Competencies  for the use of artificial
intelligence-based tools by health care professionals.
Acad Med. 2023;98(3):348-356. doi: 10.1097/ACM.
0000000000004963

O’Connor S. Teaching artificial intelligence to nursing
and midwifery students. Nurse Educ Pract.
2022;64:103451. doi: 10.1016/j.nepr.2022.103451
Caliskan SA, Demir K, Karaca O, et al. Artificial
intelligence in medical education curriculum: An
e-Delphi study for competencies. PLoS One. 2022;17
(7):€0271872. doi: 10.1371/journal.pone.0271872
Hathaway QA, Hogg JP, Lakhani DA. Need for med-
ical Student education in emerging technologies and
artificial intelligence: fostering enthusiasm, rather than
flight, from specialties most affected by emerging
technologies. Acad Radiol. 2023;30(8):1770-1771.
doi: 10.1016/j.acra.2022.11.018

Park SH, Do KH, Kim S, et al. What should medical
students know about artificial intelligence in
medicine? ] Educ Eval Health Prof. 2019;16:18. doi:
10.3352/jeehp.2019.16.18


https://doi.org/10.1016/j.patter.2023.100797
https://doi.org/10.1038/s41591-018-0307-0
https://doi.org/10.1038/s41591-018-0307-0
https://doi.org/10.1038/s41586-020-2766-y
https://doi.org/10.1001/jamadermatol.2021.3129
https://doi.org/10.1001/jamadermatol.2021.3129
https://doi.org/10.3390/medicina56030141
https://doi.org/10.3390/medicina56030141
https://doi.org/10.18043/ncm.80.4.220
https://doi.org/10.1053/j.semvascsurg.2023.07.003
https://doi.org/10.1097/ACM.0000000000004183
https://doi.org/10.1097/ACM.0000000000004183
https://doi.org/10.3748/wjg.v28.i5.602
https://doi.org/10.1097/ACM.0000000000005439
https://doi.org/10.3205/zma001352
https://doi.org/10.3205/zma001352
https://doi.org/10.1016/j.molmed.2023.08.012
https://doi.org/10.1016/j.compbiomed.2023.106848
https://doi.org/10.1016/j.compbiomed.2023.106848
https://doi.org/10.3233/SHTI220410
https://doi.org/10.1186/s12910-021-00687-3
https://doi.org/10.1186/s12910-021-00687-3
https://doi.org/10.1186/s12916-019-1382-x
https://doi.org/10.1016/j.compbiomed.2022.105458
https://doi.org/10.1186/s12911-020-01332-6
https://doi.org/10.1186/s12911-020-01332-6
https://doi.org/10.12688/f1000research.133019.1
https://doi.org/10.1371/journal.pdig.0000255
https://doi.org/10.1371/journal.pdig.0000255
https://doi.org/10.1007/s00330-021-08214-z
https://doi.org/10.1080/0142159X.2020.1798371
https://doi.org/10.1080/0142159X.2020.1798371
https://doi.org/10.1186/s12909-023-04700-8
https://doi.org/10.1186/s12909-023-04700-8
https://doi.org/10.1186/s12909-023-04660-z
https://doi.org/10.1186/s12909-023-04660-z
https://doi.org/10.1097/ACM.0000000000004963
https://doi.org/10.1097/ACM.0000000000004963
https://doi.org/10.1016/j.nepr.2022.103451
https://doi.org/10.1371/journal.pone.0271872
https://doi.org/10.1016/j.acra.2022.11.018
https://doi.org/10.3352/jeehp.2019.16.18
https://doi.org/10.3352/jeehp.2019.16.18

8 R. FRANCO D'SOUZA ET AL.

(39]

(40]

(41]

(42]

(43]

(44]

(45]

(46]

(47]

(48]

(49]

Pucchio A, Rathagirishnan R, Caton N, et al
Exploration of exposure to artificial intelligence in
undergraduate medical education: a Canadian
cross-sectional mixed-methods study. BMC Med
Educ. 2022;22(1):815. doi: 10.1186/512909-022-
03896-5

Fischetti C, Bhatter P, Frisch E, et al. The evolving
importance of artificial intelligence and radiology in
medical trainee education. Acad Radiol. 2022;29 Suppl
5:570-S75. doi: 10.1016/j.acra.2021.03.023
Kalpathy-Cramer ], Patel JB, Bridge C, et al. Basic
Artificial Intelligence Techniques: Evaluation of
Artificial Intelligence Performance. Radiol Clin
North Am. 2021;59(6):941-954. doi: 10.1016/j.rcl.
2021.06.005

Knopp MI, Warm EJ, Weber D, et al. Al-Enabled
medical education: threads of change, promising
futures, and risky realities across four potential future
worlds. JMIR Med Educ. 2023;9:50373. doi: 10.2196/
50373

Larson DB, Harvey H, Rubin DL, et al. Regulatory
frameworks for development and evaluation of artificial
intelligence-based diagnostic imaging algorithms: sum-
mary and recommendations. ] Am Coll Radiol. 2021;18
(3 Pt A):413-424. doi: 10.1016/j.jacr.2020.09.060
Reddy S, Allan S, Coghlan S, et al. A governance
model for the application of Al in health care. ] Am
Med Inform Assoc. 2020;27(3):491-497. doi: 10.1093/
jamia/ocz192

Habli I, Lawton T, Porter Z. Artificial intelligence in
health care: accountability and safety. Bullet World
Health Organ. 2020;98(4):251-256. doi: 10.2471/BLT.
19.237487

Naik N, Hameed BMZ, Shetty DK, et al. Legal and
ethical consideration in artificial intelligence in health-
care: who takes responsibility? Front Surg.
2022;9:862322. doi: 10.3389/fsurg.2022.862322

Aung YYM, Wong DCS, Ting DSW. The promise of
artificial intelligence: a review of the opportunities and
challenges of artificial intelligence in healthcare. Br Med
Bull. 2021;139(1):4-15. doi: 10.1093/bmb/1dab016
Choudhury A. Toward an ecologically valid concep-
tual framework for the use of artificial intelligence in
clinical settings: need for systems thinking, account-
ability, decision-making, trust, and patient safety con-
siderations in safeguarding the technology and
clinicians. JMIR Hum Factors. 2022;9(2):e35421. doi:
10.2196/35421

Schulz WL, Durant TJS, Krumholz HM. Validation
and Regulation of Clinical Artificial Intelligence. Clin

(50]

(51]

(52]

(53]

(54]

(5]

(56]

(57]

(58]

(59]

(60]

(61]

Chem. 2019;65(10):1336-1337. doi: 10.1373/clinchem.
2019.308304

Stanfill MH, Marc DT. Health information manage-
ment: implications of artificial intelligence on health-
care data and information management. Yearb Med
Inform. 2019;28(1):056-064. doi: 10.1055/s-0039-
1677913

Wolf G. Embracing the future: using artificial intelli-
gence in Australian health practitioner regulation.
] Law Med. 2020;28(1):21-44.

Pashkov VM, Harkusha AO, Harkusha YO. Artificial
intelligence in medical practice: regulative issues and
perspectives. Wiad Lek. 2020;73(12 cz 2):2722-2727.
doi: 10.36740/WLek202012204

Harvey HB, Gowda V. Regulatory Issues and
Challenges to Artificial Intelligence Adoption. Radiol
Clin North Am. 2021;59(6):1075-1083. doi: 10.1016/j.
rcl.2021.07.007

King TC, Aggarwal N, Taddeo M, et al. Artificial
intelligence crime: an Interdisciplinary Analysis of
Foreseeable Threats and solutions. Sci Eng Ethics.
2020;26(1):89-120. doi: 10.1007/s11948-018-00081-0
Skaria R, Satam P, Khalpey Z. Opportunities and
challenges of disruptive innovation in medicine
using artificial intelligence. Am ] Med. 2020;133(6):
e215-e217. doi: 10.1016/j.amjmed.2019.12.016
McKay F, Williams BJ, Prestwich G, et al. Artificial
intelligence and medical research databases: ethical
review by data access committees. BMC Med Ethics.
2023;24(1):49. doi: 10.1186/s12910-023-00927-8
Abramoff MD, Roehrenbeck C, Trujillo S, et al.
A reimbursement framework for artificial intelligence
in healthcare. npj Digital Med. 2022;5(1):72. doi: 10.
1038/s41746-022-00621-w

Vidalis T. Artificial Intelligence in Biomedicine:
A Legal Insight. Biotech (Basel (Switzerland)).
2021;10(3):15. doi: 10.3390/biotech10030015

McKay F, Williams BJ, Prestwich G, et al. Public
governance of medical artificial intelligence research
in the UK: an integrated multi-scale model. Res Involv
Engagem. 2022;8(1):21. doi: 10.1186/s40900-022-
00357-7

Jia H. Yi Zeng: promoting good governance of artifi-
cial intelligence. Natl Sci Rev. 2020;7(12):1954-1956.
doi: 10.1093/nsr/nwaa255

Kenny LM, Nevin M, Fitzpatrick K. Ethics and stan-
dards in the use of artificial intelligence in medicine
on behalf of the royal Australian and New Zealand
college of radiologists. ] Med Imaging Radiat Oncol.
2021;65(5):486-494. doi: 10.1111/1754-9485.13289


https://doi.org/10.1186/s12909-022-03896-5
https://doi.org/10.1186/s12909-022-03896-5
https://doi.org/10.1016/j.acra.2021.03.023
https://doi.org/10.1016/j.rcl.2021.06.005
https://doi.org/10.1016/j.rcl.2021.06.005
https://doi.org/10.2196/50373
https://doi.org/10.2196/50373
https://doi.org/10.1016/j.jacr.2020.09.060
https://doi.org/10.1093/jamia/ocz192
https://doi.org/10.1093/jamia/ocz192
https://doi.org/10.2471/BLT.19.237487
https://doi.org/10.2471/BLT.19.237487
https://doi.org/10.3389/fsurg.2022.862322
https://doi.org/10.1093/bmb/ldab016
https://doi.org/10.2196/35421
https://doi.org/10.2196/35421
https://doi.org/10.1373/clinchem.2019.308304
https://doi.org/10.1373/clinchem.2019.308304
https://doi.org/10.1055/s-0039-1677913
https://doi.org/10.1055/s-0039-1677913
https://doi.org/10.36740/WLek202012204
https://doi.org/10.1016/j.rcl.2021.07.007
https://doi.org/10.1016/j.rcl.2021.07.007
https://doi.org/10.1007/s11948-018-00081-0
https://doi.org/10.1016/j.amjmed.2019.12.016
https://doi.org/10.1186/s12910-023-00927-8
https://doi.org/10.1038/s41746-022-00621-w
https://doi.org/10.1038/s41746-022-00621-w
https://doi.org/10.3390/biotech10030015
https://doi.org/10.1186/s40900-022-00357-7
https://doi.org/10.1186/s40900-022-00357-7
https://doi.org/10.1093/nsr/nwaa255
https://doi.org/10.1111/1754-9485.13289

	Abstract
	Abstract
	Introduction
	Tip 1: ensuring transparency in the development and deployment of AI systems in medical education
	Tip 2: addressing biases in AI algorithms to ensure fair representation of educational content
	Tip 3: validating the output generated by AI educational tools to ensure the accuracy and credibility of information
	Tip 4: prioritize privacy with robust measures to protect student and patient data used in AI-driven educational tools
	Tip 5: obtaining informed consent from students and stakeholders regarding the use of AI technologies in educational processes
	Tip 6: fostering collaboration between AI experts, educators, and students to bring diverse perspectives and expertise
	Tip 7: conducting faculty development programs on AI ethics to equip them with the knowledge and skills necessary to guide students
	Tip 8: providing student education on AI and its implications in medical education
	Tip 9: ensuring ongoing maintenance of AI algorithms for performance, accuracy, and reliability
	Tip 10: establishing clear lines of accountability for the development, deployment, and outcomes of AI systems in medical education
	Tip 11: enhancing the regulatory awareness about the standards governing the use of AI in healthcare and medical education
	Tip 12: forming an ethics committee or engage existing institutional review boards for the ethical oversight of AI in medical education

	Conclusion
	Disclosure statement
	Funding
	References

